DE GRUYTER

Biomed. Eng.-Biomed. Tech. 2019; x(X): XXX—XXX

Mohammadreza Azimi, Seyed Ahmad Rasoulinejad* and Andrzej Pacut

Iris recognition under the influence of diabetes

https://doi.org/10.1515/bmt-2018-0190
Received September 27, 2018; accepted December 21, 2018

Abstract: In this study, iris recognition under the
influence of diabetes was investigated. A new database
containing 1318 pictures from 343 irides — 546 images from
162 healthy irides (62% female users, 38% male users, 21%
<20 years old, 61% (20) <40 years old, 12% (40) <60 years
old and 6% more than 60 years old) and 772 iris images
from 181 diabetic eyes but with a clearly visible iris pattern
(80% female users, 20% male users, 1% <20 years old,
17.5% (20) <40 years old, 46.5% (40) <60 years old and
35% more than 60 years old) — were collected. All of the
diabetes-affected eyes had clearly visible iris patterns
without any visible impairments and only type II diabetic
patients with at least 2 years of being diabetic were con-
sidered for the investigation. Three different open source
iris recognition codes and one commercial software devel-
opment kit were used for achieving the iris recognition
system’s performance evaluation results under the influ-
ence of diabetes. For statistical analysis, the t-test and the
Kolmogorov-Simonov test were used.

Keywords: biometrics; diabetes mellitus; iris; iris recogni-
tion; performance evaluation.

Introduction

Biometric techniques containing face recognition, iris rec-
ognition, echocardiograph (ECG) signal-based recognition
methods, etc. have been extensively used in recent years
because of the increasing popularity of biometric systems.
The reliability of biometric recognition systems can be
affected by different social issues [1, 2]. Iris recognition is
one of the most reliable modalities for identification pur-
poses. The iris is a circular, thin structure in the eye that
can control the diameter of the pupil, and therefore the
amount of light that reaches the retina can be controlled
by iris. According to the results of several studies done
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during last two decades [3], it has been proved that iris
pattern is unique, and its detailed structure of the front
layer can be used for identification of individuals. Actu-
ally, even in identical twins, the iris pattern is completely
different, and it is also worth mentioning that the detailed
structures of the irises of an individual’s two eyes are com-
pletely discriminable from each other.

Among the factors that can challenge an iris recogni-
tion system’s reliability and degrade the accuracy of the
mentioned systems, the most important are the abnormal-
ities in the iris tissue pattern due to the ocular conditions.

Based on previous research studies concerned with
predicting the ethnicity and the gender of a person based
on the analysis of features of the iris texture, specifically
the research done by Howar and Etter [4], it has been
hypothesized that factors such as ethnicity, gender and
even eye color can play a significant role in the expected
false rejection rate for various individuals across a popu-
lation. They concluded that Asian and African-American
individuals with brown eyes are the most probable groups
to be mistakably not recognized as true users by biometric
recognition systems.

In this work, we investigated the biometric system
performance evaluation results’ degradation due to the
non-obvious distortions in iris texture caused by diabetes
type II.

Related works

Diabetes is a risk factor for many well-known diseases,
and it is a growing epidemic especially among elderly
people [5]. This social issue can be the main reason for
eye diseases including diabetic retinopathy [6], dia-
betic macular edema (DME) [7], cataract and glaucoma.
According to previous studies, strong academic evidence
suggests that diabetes can be diagnosed by examining the
iris texture (by conducting a classification-based study).
Hence, here, it is hypothesized that the iris recognition
system’s accuracy for healthy and diabetic eyes must be
different and the reliability of a biometric recognition
system can be influenced by the health condition of the
participants [8-10].

Samant and Agarwal [8], provided an automated
tool with machine learning techniques to access the cor-
relation between distortion of iris tissues and diabetes
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mellitus. They also proposed a diagnostic tool along with
mainstream diagnosis methods for discerning healthy
patients and those suffering from diabetes. The results
show a best classification accuracy of 89.63% calculated
from a random forest (RF) classifier.

Obviously, identification of irises suffering from
ophthalmic diseases would be harder than healthy ones
due to the problems that occur for the system during
the segmentation and encoding process. Segmentation
and feature extraction of those iris patterns which are
occluded due to the surrounding tissue pushing the pupil-
lary boundary is harder than the segmentation of healthy
iris images [11-14].

In order to answer this question: “How do iris recog-
nition methods perform in the presence of ophthalmic
disorders?”, Trokielewicz et al. [15] studied the effect
of eye diseases on the reliability of an iris recognition
system using the irises from 92 participants affected by
illness (184 eyes), for four different shapes of disorder.
The collected database consists of nearly 3000 near infra-
red (NIR) and visible wavelength pictures from routine
ophthalmological practice. According to the results,
obstructed and geometrical deformation of the iris
can significantly decrease the matching score between
genuine samples as the disease can change the structure
of tissue and the geometry of eye. It has also been reported
[16] that because of the mentioned problems for diseased
eyes, iris segmentation phase is the most sensitive part
of the whole recognition process. Dhir et al. showed that
cataract surgeries can also affect the performance of iris
recognition systems [17].

New database

For this study, a new database was collected to investi-
gate if there is any relation between the iris recognition
system’s accuracy and the health condition of the users

Table 1: Demographics of collected database.
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or not? Hence, we needed volunteers to acquire data-
sets for the investigation of iris recognition system’s
accuracy under the influence of diabetes. The experiment
was specifically designed to investigate if there was any
relation between the iris recognition system’s accuracy
and the health condition of the users or not. Before the
experiment, consent agreements were signed by the par-
ticipants. The participants were also asked to provide
non-biometric data, including their names, gender, age
and the duration (if applies) of their diabetes illness.
The personal data were kept separately to guarantee
additional security of the personal data. As a result, all
of the participants were fully aware of the experiment as
we provided full detailed information on the study and it
is important to note that the signed consent forms were
also obtained from all of the individuals. The experi-
ment protocol was approved by the Ethics Committee of
Warsaw University of Technology. The collected database
includes NIR iris images taken from volunteers. All those
participants were from the same ethnic group (Iranian)
but from different age groups. The data samples were cap-
tured using a commercial iris capture device: Iri Shield
USB MK 2120U [18], which was connected to a Galaxy
A5 smartphone for storage of iris samples. The Iri Shield
USB MK 2120U is a mono iris NIR capture device widely
used for capturing iris texture pictures and the captured
iris images are compliant with ISO/IEC 19794-6 stand-
ard. For each user, the whole acquisition time was less
than 1 min. All of the samples were obtained during one
session. The data collection took approximately 1 month
(25 Aug-15 Sept). As is shown in Table 1, the new offered
database contains 546 pictures from 162 healthy irides
(62% female users, 38% male users, 21% <20 years old,
61% (20) <40 years old, 12% (40) <60 years old and 6%
more than 60 years old) and 772 iris images from 181
diabetic eyes but with a clearly visible iris pattern (80%
female users, 20% male users, 1% <20 years old, 17.5%
(20) <40 years old, 46.5% (40) <60 years old and 35%
more than 60 years old). For healthy users (who were not

Condition Age group (%) Gender (%) Total number of iridies Total number of images
Healthy Less than 20 years old: 21% Female: 62% 162 irides 546
Between 20 and 40 years old: 61%
Between 40 and 60 years old: 12% Male: 38%
More than 60 years old: 6%
Diabetic Less than 20 years old: 1% Female: 80% 181 irides 772

Between 20 and 40 years old: 17.5%
Between 40 and 60 years old: 46.5%
More than 60 years old: 35%

Male: 20%
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suffering from diabetes mellitus) no medical examina-

tion was done and for collection of the non-healthy iris

samples we requested individuals with known diabetes
to participate in our experiment.

Regarding the process of preparing the diabetic iris
database, we hereby, confirm that:

(a) The process of taking pictures with the NIR camera
causes no harm to the subjects and did not damage
the volunteers.

(b) Volunteers informed us of how long they were taking
diabetes pills/insulin and no tests were performed to
confirm their diabetes status.

(c) No drugs were used for testing.

(d) There was no need for medical examination to record
and save photos.

In Figure 1, four samples from each group are presented
and the samples were captured using a NIR infra-red
camera. The pictures are gray scale and the resolution
of pictures is 640x480 pixels. It is worth mentioning
that all of the volunteers are from same ethnic group
(Iranian), and it is also necessary to note that volun-
teers were living in Iran and they have the same dietary
culture.

Materials and methods -
methodology description

Despite diabetes diagnostic techniques which need
just a small part of iris texture’s region, for iris recogni-
tion purposes the overall structure of the iris must be
segmented.
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Iris segmentation (weighted adaptive Hough
and ellipsopolar transform) [19]

Here, for iris segmentation weighted adaptive Hough and
ellipsopolar transform (WAHET) methodology has been
used.

The WAHET technique is a two-stage iris segmenta-
tion technique;

(a) Finding the center point: the center of multiple approx-
imately concentric rings at iteratively refined resolu-
tions can be determined by removing the detected
reflection mask, detecting the edge and finally by
applying the weighted adaptive Hough transform.

(b) Extracting the region of interest: the center point must
be used for this purpose. Firstly, the initial boundary
must be detected and after first iteration, an ellipso-
lar transform is applied for inner and outer boundary
detection. After this stage the extracted iris texture is
normalized using Daugman’s rubber sheet model.

Feature extraction

For feature extraction, three descriptors were selected

and used: the iris coding method based on differences

of discrete cosine transform (DCT) [20], one-dimen-
sional (1D)-log Gabor feature extraction or the Masek
and Kovesi algorithm [21] and the Rathgeb and Uhl (cr)

algorithm [22].

(a) DCT: Due to DCT’s much lower complexity, it can be
considered as a computationally intensive replace-
ment for the Karhunen Loeve transform (KLT). DCT is
areal valued transform and it calculates the truncated
Chebyshev series processing minimax properties.

Figure 1: First row: diabetic eyes, second row: healthy eyes — captured by mono-ocular Iri Shield USB MK 2120U [18].
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(b) 1D-log Gabor feature extraction: The algorithm
proposed by Masek and Kovesi [21] examines 1D-inten-
sity signals applying a dyadic wavelet transform and a
log-Gabor filter, respectively.
The frequency response of a log-Gabor filter is
given as (Eq. 1):

@

_ [ (Hlog(f/ £,))
G(f)_exp[z(log(s/fo)z)]

where, f, is the center frequency, and o is the band-
width of the filter.

(c) Algorithm of Ratgheb et al.: This feature extraction
method is based on comparisons between gray scale
values. The features can be extracted by examining
the local intensity variations in the iris texture. This
technique also includes a post iris texture image
processing stage in order to eliminate the small
peaks of pixel paths by determining the thresh-
old. Ratgheb et al.’s descriptor needs no complex
calculations.

In order to segment the iris and calculate the compari-
son score between samples the University of Salzburg
Iris Toolkit (USIT), available at http://www.wavelab.at/
sources/Rathgeb12e/ [23] was used successfully.

Matching

Using USIT, the comparison scores can be achieved based
on calculation of the Hamming distance. Hamming
distance is the measure of similar bits between two-bit
patterns. The formula is given as (Eq. 2):

1 N
HD=—1%XY, 2
N4

The all vs. all comparison scenarios were used for achiev-
ing the maximum possible number of matching scores.

For validation of the obtained results, the commercial
product: Verieye [24] was also used. The selected image
was compared to the entire database and a score was out-
putted for each. The maximum score is 1557 and this score
will appear as the comparison score between two identi-
cal images. Verieye outputs a score of O when it strongly
rejects two irises as a match. For segmentation, Verieye
uses active shape models that accurately detect contours
of the irises which are not perfect circles. The enrollment
and matching routines are fast and yield very high match-
ing performance/accuracy.
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Results and discussion

In this section, the obtained comparison scores between
samples are presented and discussed. According to
number of possible comparison scores, up to 900,000
results were achieved.

As can be illustrated in Figure 2, the empirical cumu-
lative distribution functions of genuine scores obtained by
a - Verieye, b — DCT, ¢ - 1d-log Gabor and d - cr codes
show statistically significant differences between those
comparison scores obtained by comparing diabetic iris
samples and those matching results achieved by compari-
son of iris pattern images taken from healthy irides. Based
on the obtained biometric results, user identification
tends to be more difficult under the influence of diabetes
and the accuracy of iris recognition system for healthy
irides is higher.

The results show that if the gallery and probe images
are taken from healthy eyes, every recognition system
yields the best performance. But for identification of users
under the influence of diabetes a reduction in perfor-
mance is observed.

This is due to the fact that, there are some non-obvi-
ous disorders in diabetic eyes which appears to make the
identification task more difficult. In order to test if the
first null hypothesis which states that: “the mean values
of distributions are the same” and second null hypothesis
which claims that: “the obtained samples are drawn from
the same distributions” can be proved or not?, we used the
t-test and Kolmogorov-Simonov tests, respectively. Accord-
ing to chosen the confidence threshold (0.01) and the
obtained p-values which are near zero, both null hypoth-
esizes can be definitely rejected and we can conclude that
the performance of iris recognition system for healthy eyes
is better than diabetic ones (Table 2). In the other words,
it is harder to recognize people who are suffering from
diabetes according to some non-obvious disorders in their
iris texture. The receiving operating characteristic (ROC)
curves for healthy and diabetic groups are presented in
Figure 3. According to Figure 3, the healthy eyes are easier
to recognize in comparison with non-healthy eyes. It is
also worth mentioning that the Verieye had the best per-
formance while the 1D-log Gabor was the worst descriptor
for feature extraction based on the obtained results.

Donating image samples of iris with high quality from
an older population was less easy than from the young age
group, however, younger users can provide iris biometric
samples with higher quality; thus, age progression can
be considered as a source of error and the increase in age
may have an effect on the quality of the acquired biomet-
ric data. Hence, part of the observed differences between
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Figure 2: Empirical cumulative distribution function.
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(A) Verieye; (B) DCTC (similarity score: 1-distance); (C) 1D-logGabor (similarity score: 1-Hamming distance); (D) CR (similarity score: 1-distance).

Table 2: Hypothesis test results.

Method KS test —t-Test
Verieye 5.081 e-6 3.735e-8
DCTC 5.368 e-10 2.875e-11
1D-LogGabor 2.921e-7 9.531 e-17
CR 6.676 e-15 1.568 e-16

cr, Rathgeb and Uhl algorithm; DCTC,; KS, Kolmogorov-Simonov;
1D-log Gabor, one-dimensional log Gabor.

the obtained comparison results for the mentioned two
groups may be the consequence of the difference in mean
age of healthy and diabetic groups. The area under curve
(AUC) can be defined as:

The coverage under ROC curve-empirical

- x100
The coverage under ROC curve-ideal

€)

According to Eq. 3, as the accuracy of recognition system
increases the coverage will increase. In an ideal case,
when we can enhance the accuracy of system to 100%,
(when true acceptance rate equals one with a false rejec-
tion rate=0), the AUC would be 100%. As a result, a
higher AUC means better performance evaluation results.
Table 3 presents the AUC for different ROC curves which
are presented in Figure 3.

The biological age of individuals can obviously cause
changes in the biometric data. For instance, for different inci-
dental lighting levels, the human iris’s ability for adopting
and accommodating sharply decreases with age, and this in
turn can lead to issues about the availability of the features
used to recognize a particular individual’s iris pattern.

Hence, as the users are from different age groups,
maybe this factor can be considered as one of the
influential parameters.
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Figure 3: ROC curve.
(A) Verieye; (B) DCTC; (C) 1D-log Gabor; (D) CR.
Table 3: AUC for different matchers.
Methodology Healthy AUC Diabetic AUC
Verieye 0.9828 0.9555
DCTC 0.9658 0.9027
1D-log Gabor 0.8272 0.7721
cr 0.8927 0.8203

AUC, area under the curve; cr, Rathgeb and Uhl algorithm; DCTC,;
1D-log Gabor, one-dimensional log Gabor.

Conclusion

This paper is concerned with the reliability of testing an
iris recognition system of participants under the influ-
ence of diabetes. A new database has been collected

1-FRR (%)

1-FRR (%)
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and offered here. We used four different matchers, in
order to obtain a similarity scores between the captured
samples. Although there is no obvious impairment to
the non-healthy irides, according to the results achieved
by all four matchers (three open source codes and one
commercial closed one), the accuracy of system is higher
when we want to recognize healthy people using their
iris texture images. The best performance was observed
using the Verieye system and the the methodology
proposed by Monro et al. (USITv.2). We only used the
codes and we did not modify/change any of them. It must
be also noted that, due to the physiology of differences
in pupil dilation mechanisms, (pupil dilation respon-
siveness decreasing with age) for users from different
age groups, the difference in the mean age of the chosen
groups must be considered as an additional source of
error.
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